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protected information without authorisation.

e Encouraging Unauthorised Access: Allowing others to gain unauthorised access to ICT
facilities.

e Intentional Damage: Causing intentional damage to ICT facilities.

e Unauthorised Removal: Removing, deleting, or disposing of ICT equipment or information
without permission.

e Data Breaches: Accessing, modifying, or sharing data without authorisation.
e Offensive Language: Using inappropriate or offensive language.
e Private Business: Promoting private businesses without approval.

e Bypassing Filters: Using websites or VPNs to bypass the school’s filtering mechanisms.

This is not an exhaustive list. The school reserves the right to amend this list at any time. The Principal or
any other senior member of staff will use professional judgement to determine whether any act or
behaviour not on the list above is considered unacceptable use of the school’s ICT facilities.

4.1 Exceptions from unacceptable use

Where the use of school ICT facilities is required for a purpose that would otherwise be considered
an unacceptable use, exemptions to the policy may be granted at the Principal or Exec member
and area IT manager’s discretion. Please submit a request to the Principal and IT Manager for
approval via email.

4.2 Sanctions
Pupils and staff who engage in any of the unacceptable activity listed above may face disciplinary
action in line with the school’s Disciplinary Policy.

If required, the Principal or Exec member can request access to be revoked immediatelyfrom any
member of staff or student until an incident has been resolved.

5. Staff (including SSC Members, volunteers and contractors)

5.1 Access to school ICT facilities and materials
The school’s IT manager/Engineer manages access to the school’s ICT facilities and materials for
school staff. That includes, but is not limited to:

e Computers, tablets and other devices.
e Access permissions for certain programmes or files.

Staff will be provided with unique log-in/account information and passwords that they must use
when accessing the school’s ICT facilities.
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The school has guidelines for staff on appropriate security settings for Facebook accounts (see
appendix 1).

5.6 School social media accounts

The school has an official Facebook/X/Instagram page, managed by Avanti’s marketing team. Staff
members who have not been authorised to manage, or post to, these accounts, must not access,
or attempt to access these accounts.

The school has guidelines for what can and cannot be posted on its social media accounts. Those
who are authorised to manage the accounts must ensure they abide by this policy at all times.

5.7 Monitoring of school network and use of ICT facilities
The school reserves the right to monitor the use of its ICT facilities and network. This includes, but
is not limited to, monitoring of:

e Internet sites visited.

e Bandwidth usage.

e Email accounts.

e Telephone calls.

e User activity/access logs.

e Any other electronic communications, including Al services.
Only authorised ICT staff or authorised teaching staff may inspect, monitor, intercept, assess,
record and disclose the above. This will only ever be to the extent permitted by law and as
necessary and justifiable for work-related purposes.
The school may monitor ICT use to:

e Obtain information related to school business.

e Investigate compliance with school policies, procedures and standards.

e Ensure effective school and ICT operation.

e Conduct training or quality control exercises.

e Prevent or detect crime.

e Comply with a subject access request, Freedom of Information Act request, or any other

legal obligation.

The following information will be provided to employees subject to monitoring:

¢ Circumstances: Monitoring may take place when an employee is on long-term sickness
or absence, or when there is a suspicion of inappropriate use or security breaches.

e Nature of Monitoring: Monitoring may include reading, reviewing or archiving emails.

e How Information is Used: Information obtained through monitoring will be used to
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7. Parents

7.1 Access to ICT facilities and materials
Parents do not have access to the school’s
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8.2 Multi-factor Authentication (MFA)

To enhance the security of our IT systems and protect sensitive information, all staff are required
to use Multi-Factor Authentication (MFA) when accessing school-related accounts and services.
MFA provides an additional layer of security by requiring not only a password and username but
also something that only the user has on them, i.e., a piece of information only they should know
or have immediately to hand — such as a physical token, a mobile app or your company device.

Staff must set up MFA on their accounts as directed by the IT department. Instructions and
support for enabling MFA will be provided during onboarding and are available on the school's
intranet. This measure helps to ensure that even if a password is compromised, the account
remains secure. Compliance with MFA is mandatory and will be monitored regularly. Any issues
with MFA setup or usage should be reported to the IT department immediately.

8.3 Software updates, firewalls, and anti-virus software

All of the school’s ICT devices that support software updates, security updates and anti-virus
products will be configured to perform such updates regularly or automatically.

Where automatic updates are not available, staff are expected to maintain a ‘ready to work’
approach and apply updates as required.

Users must not circumvent or make any attempt to circumvent the administrative, physical and
technical safeguards the school implements and maintains to protect personal data and the
school’s ICT facilities.

8.4 Data protection
All personal data must be processed and stored in line with relevant law and the Trust’s Data
Protection Policy and other related policy and procedure.

8.5 Access to facilities and materials
All users of the school’s ICT facilities will have clearly defined access rights to school data i.e.
systems, files and devices.

e Access Rights: Managed by line manager/ICT lead/teacher/engineer.

e Unauthorized Access: Users must not access systems, files, or devices without
permission. Report accidental access immediately.

e Logging Out: Always log out and lock equipment when not in use. Fully log out and shut
down at the end of each day.

e ICT Equipment Issuance: Logged and recorded in the Trust/School inventory via the AST
IT Equipment Loan Form.

e Visitor Restrictions: Visitors must not connect their hardware to the school network
(unless special provision has been made). Direct them to guest Wi-Fi if available.
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e The governing board Audit and Risk is responsible for approving this policy.

10.Related policies

This policy should be read alongside the following Trust policies which can be found on the website
and/or the pupil/staff intranet:

e Child Protection and Safeguarding Policy
e Data Protection Policy

e Disciplinary Policy

e Online Safety and Remote Learning Policy

e Behaviour Principles Written Statement
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